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Abstract ple [1, 2, 3, 4, 5, 6]), few are the studies on the properties
at the session/user layer [1, 7]. This is due to the difficul-
We focus on the definition and identification of “Web ties in the definition of “session” itself [8], which depends
user-sessions”, an aggregation of several TCP connectionson the application used: applications such as TELNET or
generated by the same source host on the basis of TCP conSSH tend to generate a single TCP connection per user ses-
nection opening time. The identification of a user session ission, whereas application layer protocols such as HTTP,
non trivial; traditional approaches rely on threshold based IMAP/SMTP and X11 usually generate multiple connec-
mechanisms, which are very sensitive to the value assumedions per user session. Also, the generally accepted con-
for the threshold, which may be difficult to correctly set. By jecture that such sessions would follow a Poisson arrival
applying clustering techniques, we define a novel method-process (see [9] for example) might have reduced the inter-
ology to identify Web user-sessions without requiring an a est in the session process analysis.
priori definition of threshold values. We discuss pros and  The paper goals are, first, to correctly identify, and,
cons of this approach, and we define a methodology to besecond, to determine statistical properties of Web user-
applied to real traffic traces. The proposed methodology is sessions, i.e., set of TCP connections created by a given
evaluated on artificially generated traces to show its ben- user while surfing the Web in a given time frame, by an-
efits against traditional threshold based approaches. We alyzing traces of measured data. We concentrate on the
then analyze the characteristics of user sessions extracteddentification of client Web user-sessions generated by a
from real traces, studying the statistical properties of the single host, being WWW the most widely used interactive
identified sessions. service. We assume that only a single user runs a browser
on each host, a reasonable assumption today given the vast
majority of PC based hosts. The informal definition of a

Keywords: Network Measurements user session can be obtained by describing a typical behav-
ior of a user running a Web browser: an activity period,
1 Introduction when the user browses the Web, alternates with a silent pe-

riod over which the user is not active on the Internet. This

Study of telecommunication networks was often based activity period, named session in this paper, may comprise
on traffic measurements, out of which traffic models and Several TCP connections, opened by the same host toward
performance estimates are built. While the measuring andPossibly different servers.
modeling processes proved to be reasonably simple in tra- The identification of user-session plays an important
ditional, circuit-switched telephone networks, they seemsrole both in Internet traffic characterization and in the
to be much harder in packet-switched data networks. Inproper dimensioning of network resources. Unfortunately,
particular, on a data network like the Internet, the layered the identification of active and silent periods is not triv-
structure of the TCP/IP protocol suite requires the analy-ial. Traditional approaches [1, 7] rely on the adoption
sis of traffic at least at the IP (packet), TCP/UDP (fflgw  of a threshold): TCP connections are aggregated in the
and Application/User—behavior (session) layers. While lot same session if the inter-arrival time between two TCP con-
of attention has been traditionally dedicated to the char- nections is smaller than the threshold value; otherwise, a
acterization of the packet and flow levels (see for exam- new session is identified. This approach works well if the

— threshold value is correctly matched to the average value
Ienczl'éuvr‘g’,::gﬁf"s supported by the FP6 European Network of Excel- ¢ -onnection and session inter-arrival time; however, to

1in this paper we interchangeably use the term “TCP connection” and KNOW these values in advance is unrealistic in practice. If
“TCP flow". the threshold value is not correctly matched to user session




statistical behavior, threshold based mechanisms are highlysubsets: we wish to find a partitidgh = {C1,...,Ck},
error prone in session identification. such thatu;C; = A andC; N Cjx; = 0, with K pos-
Clustering techniques [10] are used in many areas to findsibly being unknown a priori. The subsets in the parti-
groups of similar variables/objects, to analyze a large datation are nameclusters They contain “similar” samples,
set, and in particular they allow to partition the data set in whereas samples associated to different clusters should be
“similar subsets”, by defining a proper notion of similarity. “dissimilar”, the similarity being measured via the sample-
Typically, several metrics over which a distance measureto-sample and cluster-to-cluster distances. Depending on
can be defined are associated to points (hamed samples ithe dataset, ad hoc distance definition must be provided
this paper) in the data set; informally, the partitioning pro- on the basis of a trial and error procedure. From now
cess tries to put in the same subset neighboring samples andn, we assume thatX = R", z¥ represents thé-th
in different subsets distant samples. The main advantage otomponent of sample;, the sample distancé(z;, z;) =
using such approach is that there is no need to define a pri- n k k)2 i i e
ori a%y threer:cF))Id value. Thus, this methodology should tF))e .Z = (o = oj)% Is the cIassma! Eucl.|dean metric; the
less error prone than simpler threshold based mechanisms(.jlstance between two clustes,C; is defined as
p p
The contributions of this paper are the following: first, d(C;,Cj) = min d(z,y) ()
we adapted classical clustering techniques to the described z€R(Ci),yER(C))
scenario, a non-trivial task that requires a lot of ingenu-
it.y to optimize the pgrformance of user sessionj ?dentifica- the whole cluste.
tion algorithms both in terms of speed and precision. Then, o we briefly introduce two techniques, known in the

we tested the proposed methodology using artificially gen- data mining and in the descriptive multivariate statistic en-
erated traces to assess the error performance of the pro;

d techni d it with traditional thresh vironments as “hierarchical agglomerative” (named hier-
posed technique and to compare it with traditional thresh- , opicq) in the remainder of the paper for simplicity) and

old based mechanisms. Finally, the defined algor'thms“partitional" clustering. For the sake of completeness, an-

wertg run over real trgfﬁc tracc;s, to dpl?[t%nt§tatlstlfgal mfor- other hierarchical clustering methodology exists, named
mation on user sessions, such as distributions of i) S€SSI0jerarchical Divisive Clustering”, but it is not considered

duration, ii) amount of data carried over a single session
iii) number of connection within a single session.

The remainder of the paper is organized as follows: in
Sec. 2 we revise some basics of clustering, whereas in
Sec. 3 we describe the methodology adopted to analyze the At the beginning of the procedure, each sample is asso-
measured data set, including the details on the specific use,; '

 clustering techni To obtai tatistically sianificant ated to a different cluster, i.eZ; = {«;}, thus the num-
of clustering techniques. To obtain a statistically significant /. "« clusterN, is equal toN' — |A|. Then, based on a

model, we need to ensure that the proposed methodology 'Yefinition of a cluster-to-cluster distance, the nearest clus-

gble to correctly identify a set of TCP connections belong- ters are merged to form a new cluster. Iterating this step, the
ing to the same user session. Thus, the proposed methodo%

whereR(C') C C'is a set of selected points representing

'in the paper.

2.1 The hierarchical agglomerative approach

) . X o procedure ends when all samples belong to the same clus-
ogy is tested in Sec. 4 against artificial data sets based on

; L . . X erC = A= et ,andN, = 1. This procedure
simple statistical model of user behavior. Finally, in Sec. 5 defines a me{r;ilng seﬁﬁe}znce ba;ed on mini?num distance
we analyze the statistical properties of Web user-sessions a

. o . . Between clusters. Ateach step 1,..., N, thequality in-
identified by the clustering technique methodology. Sec. 6 dicatorfunction~(* is evaluated. The set is finally clus-
summarizes the paper.

tered by selecting the number of clusté&fs= N — (i — 1)

) _ such thaty(¥ —~(=1) js maximized. Intuitively, the quality

2 Clustering Techniques indicator functiony(Y) measures the distance between the

two closest cluster at step A sharp increase in the value

In this section we briefly describe two main classes of of (%) is an indication that the merging procedure is merg-

clustering technigues, which will be used in the next sec- ing two clusters which are too far apart, thus suggesting

tions as key tools. Clustering is a general framework which to adopt the previous partition as the best cluster configu-

can be applied to many different areas to infer some sort ofration. Fig. 1 sketches a hierarchical clustering evolution

similarity among subsets of data, typically on a large size starting from 6 initial samples, which are merged step by

repository. More details on clustering techniques can bestep into clusters.

found in [10]. It is clear how time consuming this approach can be,
Let us consider a metric spack, which we refer especially when the data set is very large, given the need
to as a sampling space, and a set of samples= of starting with an initial number of clusters equalp =

{z1,...,zn| z; € X} which have to be clustered inf§ |A], i.e., the number of samples in the data set. For this



1 the choices made in the cluster analysis. The description

2 refers to the analysis of data collected through measure-
3 ment procedures; similarly, the same process was used to
Step 4 analyze artificial traffic, when trying to determine the pro-
cedure ability to correctly identify user sessions. We start
3 ® by giving some details about the dataset of traces that will
6 ° T be analyzed, to define the variables that will be used by the
clustering algorithm.
Figure 1. Hierarchical agglomerative cluster- 3.1 Traffic trace description
ing scheme

Traffic traces were collected on the Internet access link
of Politecnico di Torino, i.e., between the border router of
reason, non-hierarchical approaches, named partitional, ar€©litécnico and the access router of GARR/B-TEN[11],
often used, since they show better scalability. the_ltahgn and European Research networ_k. Within the
Politecnico campus LAN, there are approximately 7,000
hosts; most of them are clients, but several servers are also
regularly accessed from the outside. The backbone of the
campus LAN is based on a switched Fast Ethernet infras-
tructure. It behaves as a stub Internet subnetwork: there is
a single point of access to the GARR/B-TEN network and,
throughit, to the public Internet. The link speed is 28Mbps.
A strict regulation of the network facilities is imposed by
means of a firewall architecture which blocks (most of) the
peer-to-peer traffic. Thus, still today the majority of our In-
ternet traffic is built by Web browsing. Details on the mea-
surements setup and traffic characteristics can be obtained
from [12, 13].

2.2 The partitional approach

This technique is used when the numbeof final clus-
ters is known. The procedure starts with an initial config-
uration comprisingk clusters, selected according to some
criteria; the cluster configuration is modified through an
iterative process until “steady state” is reached, e.g., no
significant variation in the cluster is obtained by more it-
erations. Cluste€; is represented by a subset of samples
R(C;) in Eq. (1). When the cluster representative is the so
calledcentroid¢;, defined as the mean value of the cluster

samples, i.e., .
P Since 2001, several traces have been regularly collected.
ok 1 & Among the available data we selected two different time
Z'/ = — €T k = 17 . ,n H .
1Cy Z periods:

the algorithm is named(-means algorithm in the litera- * OcT.02: from 23/10/2002 to 31/10/2002

ture. o _ o APR.04: from 29/4/2004 to 6/5/2004
At the beginning,K clusters are created, with cluster
centroids positioned according to a given rule in the mea- Both periods comprise more than a week of continuously
sure space, e.g., randomly positioned or partitioning the traced data. We performed the analysis by considering only
measured space iR + 1 equi-spaced areas. Each sam- theworkingperiod, i.e., traffic from 8AM to 8PM, Monday
ple is associated to the closest cluster, according to the disto Friday. In Sec.5 we mainly report the results referring
tance between the sample and the centroid of each clustenro the latter period, being the differences among the two
When all samples are assigned to a cluster, new centroidsiataset almost negligible.
are computed and the procedure is iterated. This algorithm  Bidirectional packet level traces have been collected us-
ends when either a prefixed number of iterations is reacheding tcpdump[14], and then later processed Bgtat[13]
or the number of samples which are moved to a different to obtain a TCP level trace. Tstat is an open source tool
cluster is negligible according to a predefined threshold. developed at the Politecnico di Torino for the collection
Clearly, there is no guarantee that the final solution is al- and statistical analysis of TCP/IP traffic. In addition to
ways the same when varying the initial state. standard and recognized performance figures, Tstat infers
TCP connection status from traces. Among all the statisti-
3 Using Clustering Techniques on Measured cal analysis performed, Tstat produce a TCP level log file,
Data Set which logs all the TCP connection observed. A TCP flow
starts when the first SYN segment from the client is ob-
In this section we describe the methodology we devel- served, and is terminated either when the tear-down se-
oped for the identification of Web user-sessions, including quence of segments is observed (either the FIN/ACK or



RST messages), or when no segment is observed for arlifferent IP addresses (e.g., advertisement pictures may be
amount of time larger then 15 minufe©nly TCP connec-  retrieved from a different server under a completely differ-
tions whose three-way-handshake was successfully com-ent administrative domain, or Content Delivery Network
pleted are tracked; thus misbehaving connections and acservice may force the information retrieval from different
tivities (e.g., port-scanning) do not affect the dataset. For servers).

the purpose of this paper, we used Tstat to track: Before running the clustering algorithm on this variable,
traces are preprocessed according to the following rules.
We assume that a “user” is identified by its client IP address
C;p, and only connections having TCP server pgrt p

e fia = (Cip,S1p,Crcp, STcp): the 4-tuple identi-
fying the flow, i.e., IP addresses and TCP port num-

bers of client and server (when the IP protocol field is
setto TCP).

e t: the flow start time, identified by the time stamp of
the first client SYN message.

e t4: the time instant in which the last segment carrying
data is observed (either from the client or form the
server).

equal to 80 (HTTP protocol) are considered to be Web con-
nections. To consider only significant IP (users), we se-
lected among the about 7000 IP addresses that appear in
the traces, the most active hosts, i.e., the top 1500 campus
LAN IP addresses with respect to the number of generated
TCP connections. Each user trace, i.e. a trace containing
only data with a given IP source address, is preprocessed
according to the following steps: i) data are partitioned day

by day, ii) only working hours of working days are consid-
ered to obtain a set of statistically homogeneous samples
and iii) opening times of two subsequent flows separated
by more than half an hour are a priori considered as two
independent data sets. Thus, for a given host IP, the set of
samples

e t.: the flow end time, identified by the time instant in
which the tear-down procedure is terminated.

e B. and B,: the byte-wise amount of data sent from
the client and server respectively (excluding retrans-
missions).

3.2 Clustering definition AP) = {¢ [ Crp = IP, Step = 80,4 —fi1 < 1800s}
represents the opening times of TCP connections within a
The first fundamental choice regards thestatistical given time-frame. The intuition behind this is to allow the
variables used to define the metric spate= R" to be clustering algorithm to concentrate only on TCP connec-
used in the clustering analysis; this implies also to selecttions created by a single user avoiding to be confused by
the metric space that best fits our problem. The typical andtoo long silence periods.
easiest approach is to let the clustering algorithm to run  After the metric space definition, we need to select a
over a very large number of statistical variables, typically cluster analysis method. Recall that hierarchical agglomer-
including the vast majority of available data (in our exam- ative cluster analysis methods proceed by creating clusters
ple, potential statistical variables may be IP source addressthrough a cluster merging procedure: this method is easy
TCP destination port, TCP flows starting and ending time, to implement, but it does not scale well with the number of
etc). samples, which in our case is fairly large (during©02,

However, after several trials, we noticed that an accurate N = |A(IP)| ranges up to 57000 samples, while during

pre-filtering of data available in traces both improves algo- APR.04, N = |A(IP)| ranges up to 26000 samples). On
rithmic speed and provides more accurate results. Recallthe other hand, partitional methods, which are relatively ef-
ing that we wish to identify a Web user-session, i.e., a group ficient, require an a priori knowledge of the number of clus-
of TCP connections corresponding to the activity period of ters K. Moreover, in partitional methods the placement of
a user running a Web browser, we used the openingtime the centroid may have a great impact on both the quality of
of a TCP connection as the only statistical variable for the the clustering, and the speed of convergence. To take the
clustering process; thus= 1, andX = R. We tried to in- advantages and to avoid the drawbacks of both methods,
clude in the space definition also the ending time of a TCP we use a mix of them. Thus, for eael{IP), the follow-
connection, but we found that this can lead to misleading ing 3-step algorithm is run to identify sessions relative to a
results, due the presence of very long data transfers whicrgiven user:

may span over long period of time. Similarly, considering
IP destination addresses is not helpful, given that during
a user session several servers may be contacted with very

1. an initial smart clustering is obtained by selecting a
number of clusters large enough but smaller than the
number of samples ol

2Given the possibility that a tear-down sequence of a flow under anal- . . . . .
ysis is never observed, a timer is needed to avoid memory starvation. We 2. a hierarchical agglomerative algorithm is used to ag-

selected a quite large value for the timer, according to the findings in [15]. gregate the clusters and to obtain a good estimation of



the final number of cluster®’,. 70

3. a partitional algorithm is used to obtain a fine defini- 60 | g
tion of the NV, clusters.

3.2.1 Initial clustering selection

(i)

We use a partitional method witi clusters, wheréx is =0T i

large enough, but significantly smaller than the total num- 20 | .
ber of samples (a study of the impact@fis presented in
Sec. 4). To efficiently position th& centroids at the first

L i

step, in our uni-dimensional metric space, we evaluate the 0 rhsbnasnsbis bbb

distance between any of two adjacent samplgls, 1. Ac- 10 . . . . . . .
cording to the distance metrit{t;, ;1) = |t; — ti1], we 0 200 400 600 800 1000 1200 1400 1600
take the farthestK — 1) couples and determing& inter- Step

vals. Lett; ins, 1 sup e the inferior and superior bounds
of intervals, the centroid position of each cluster is set to
¢ = (ti,sup + tiins)/2, and the partitional method is run
for up to 1000 iterations: therefore, we defife initial
clusters.

At this step, we represent each clustémwith a small
subseR(C) of samples|R(C)| < 2is enough in our case, ‘
since the metric space . Possible choices foR(C) A sharp increase in the value of) is an indication that
are: (i) the cluster centroid, which gives the name “centroid the merging procedure is artificially merging two clusters
method” (OrK-means) to the procedure; (||) t@th and Wthh are too far apart. The Optlmal number of CIUSWES
(100 — g)-th percentiles, which yields the so-called (iii) !S:
“single linkage” procedure whep= 0.

Figure 2. A sample plot of the quality indi-
cator function ~(). Exponential flow inter-
arrival scenario.

N,=N— (arg_max (7(1‘) _ 7(i—l)) _ 1)

(2

3.2.2 The hierarchical agglomerative procedure

which corresponds to the sharpest increase'ihand is
thus considered the best one for partitioning the sample set.
A typical behavior of the evolution of the(®) function is
reported in Fig. 2, where the sharpest increase is clearly

A hierarchical method is iteratively run using only the rep-
resentative sample§R(C)} to evaluate the distance be-
tween two clusters, and starting witli initial clusters,
therefore enormously reducing the number of steps of the' ~F L :
hierarchical method. At each iteration, the hierarchical pro- ViSiPle. The plot refers to an artificial trace obtained as de-

cedure merges the two closest clusters; distances amongc/iPed in Sec. 4, and shows that for about 1000 steps the
clusters are recomputed. Aftéf iterations, the process aggregation of the two closest clusters is clearly beneficial
ends ’ in terms of clustering quality. Then, the aggregation pro-

We need to define the clustering quality indicator func- C€SS joins two clusters which are too far apart, forcing a

tion v(*) that allows us to select the best clustering among Sudden |(r_1)crease pin from stepi — 1 to stepi and there-
those determined in the iterative process. Indeed, at eacffore in~). When~'*) reaches the maximum, the joining

cide if the optimal number of clusters has been found. De- tinct clusters. Other errors are induced later in the iterative

aggregation process: although clearly visible, they have a

note thej-th cluster at step ast(.i); at each step, we eval- Ao LD )
minor impact on the quality indicator function.

uate the function/®:

@ da, —d 3.2.3 Final clustering creation

ol min - min
J(m)in Finally, a partitional clustering procedure is run over the
original dataset which includes all samples, using the op-

where : .
1 ) timal number of clustergv,. determined so far, therefore
dD = min d (C(i) C(i)) PO =1 Dy using the same procedures adopted in the first step (either
T kg 30Tk ) Tmin 1—1 the centroidg percentile or single linkage methods). Then

@ ) - _ _ a fixed number of iterations of the partitional approach are
andd (le e ) is defined according to Eq.( 1) run, to permit a final refinement on the clustering defini-



tion. This third phase is not strictly required, given that at
the end of the hierarchical procedure a partition is already

K=1000 —+—
10 K=1500 --->-—-- |

given. However, it produces cluster of real points instead K=2000 x

of centroids (which may not coincide with any data point).
In addition, the computational cost of this phase is almost
negligible compared to the previous one.

The complete clustering algorithm has been imple-
mented by a number of Perl scripts, and by using the “R-
Project for Statistical Computing” tool [16], which effi-
ciently implements many clustering algorithms.

Percentage of errors

4 Performance Analysis: Atrtificial Traffic N

_ ) ) _ 0 200 400 600 800 1000 1200 1400 1600 1800 2000
In this section, we discuss the correctness properties Ty

of the proposed approach and compare it with respect to
threshold based mechanisms.

Let us consider a simple artificial trace in whictsia- Figure 3. Sensitivity to the initial number of
gle user generates sessions according to an ON/OFF pro- clusters K. Exponential flow inter-arrivals.
cess. Denote the ON and OFF period average durations as
Ton andTy . During each ON period of a session, a ran-
dom number of TCP flows is generated, with average inter-
arrival time denoted b¥,,... The session ON and OFF pe-
riods are random variables, exponentially distributed, with
averagely,,, = 20s, wheread, ;s ranges betweesls and

results for this distribution, since they are similar to those
shown.

As performance metric, we use the percentage of
. misidentified sessions. Two types of errors are possible: (i)
2000_5 . For \_/vhat_ concem flow arrivals, we set the aver- to erroneously separate a session in two or more clusters or
age inter-arrival timef,,,, = 1s and we consider both the 4, herge two or more distinct sessions. The percentage
exponential and Pareto distributions. Indeed, COI’]S"dermgoferrors is then defined as 100 times the total number of er-
the equnential dist_ribution yields to a cla§sic Poisson pro- rors observed divided by the total number of flow arrivals.
cess, with no possible control on the variance of the flow All curves are averaged considering 50 different runs, each

mter-arnyal _pro<_:e550€ = ). On the contrary, cqn5|der|ng comprising 500 sessions (an average of 10000 flow arrivals
Pareto distribution allows us to control the variance of the per run)

process. Recall that the Pareto distributjtir) is charac-
terized by two parametersandb; the probability density

S 4.1 Parameter sensitivity
function is:

ab®
flo) = o S > b We start by evaluating the impact of the parameters
given as input to the clustering methodology, namely the

while the average and variance? are respectively: a0 . .
g8 P 4 initial number of clusterd< in the first phase, and the val-

ab ues of the percentilg during the hierarchical clustering.
re= a1 Considering the exponential flow inter-arrival scenario, in
) ab? Fig. 3 we show that the error probability is practically in-
o = m dependent from the value assumed for the initial number

of clusters, which therefore is not a critical parameter (but
The Pareto distribution is known to be an heavy tailed dis- it must be sufficiently larger than the supposed number of
tribution, and depending on the valueomay have finite  sessions). From now on we g&t= 1000.
or infinite moments of order. In particular, by selecting Fig. 4 shows instead the influence of the parameter
a = 2 we obtain a distribution with finite mean, but infinite that determines the value of the percentile used to represent
variance. This choice yields to a larger probability that the a cluster in the cluster-to-cluster distance. We report the
inter-arrival of flows is comparable with the inter-arrival of single linkage method (which take the two extreme values
sessions, therefore creating a stiffer scenario. To obtain than the sample distribution as representative, iges 0),
average valuf,,.,. = 1s we seta = 2 andb = 0.5. the centroid method (which uses the average of the sample

We also examined Weibull distributed flow inter-arrivals distribution) and curves for different valuesgivhen using

to consider the case in which connection inter-arrival pro- percentiles. Observe that the best performance is obtained
cess exhibits a variance smaller than 1, but we do not reportwith the single linkage method. The centroid and the 45-
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Figure 4. Sensitivity of the percentage of er-
rors to the percentile g¢. Exponential flow
inter-arrivals.

th percentile methods exhibit the worst performance, and
performance of percentile methods shows that small values
of g are preferable. Indeed, in all the observed scenarios
(i.e., different distributions) we got the best performance by

using the single linkage method, which will therefore be the ol . . . . . . e
choice made in the remainder of the paper. This solves also 0 200 400 600 800 1000 1200 1400 1600 1800 2000
the issue of setting a proper value foiwhich again allows Tort

us to run the clustering scheme without being dependent,
in terms of performance, by any external parameter.

Percentage of errors

Figure 5. Percentage of errors. Exponential
and Pareto flow inter-arrivals in top and bot-

4.2 Percentage of misidentified sessions tom plot respectively.

We now consider the percentage of misidentifies session
to assess the quality of the results and to compare them with
traditional threshold based approach. Results are reported - .
in Fig. 5, where we show, as a function of the average OFFvaIues Of”.?Xh'b't a higher percentage of errors, due to
period 7, ;, the percentage of errors obtained using the the probability of erroneously merging two subsequent dif-

proposed clustering scheme (three steps, initial number offerent SESSIONS. On the contrary, a sharp increase in error
cluster K set to 1000, single linkage hierarchical cluster- probab!llty occurs forsmall values giwhenT,; goes be-
ing) and the classical threshold schemes for variable value§OW agiven value, i.e., whell, sy becomes closer @,
of the threshold;. Exponential flow inter-arrivals are re- In general, the clustering scheme shows a percentage of
ported in the top plot, Pareto flow inter-arrivals in the bot- errors never larger than 2%, and it is less sensitive to vari-
tom plot; clustering scheme performance is shown with a ations of7, ;. Moreover, it does not require to set any pa-
solid black line. rameter like the threshold value that can dramatically affect
For all schemes, performance obviously improves asthe error probability. Notice also that, when considering
T,s¢ increases, since long silent period among user ses-the Pareto distribution of flow inter-arrivals, no big differ-
sions is easily detected with respect to short silent periodences are noticeable. Only an increase in the percentage of
among flow arrivals within an ON period. Threshold based errors when using the threshold based approach for small
mechanisms may perform better, provided that the propervalues ofT; is visible. This is due to the increase in the
threshold value is chosen. However, if the threshold is not probability that a flow inter-arrival is quite large, thus be-
correctly selected, errors are much higher than those ob-coming comparable with the OFF duration. The clustering
tained when using the clustering scheme. In general, largeapproach is less affected by such events.



4.3 Mean inter-arrival estimation errors 100

80 -

To gather the accuracy of the methodology in the estima-
tion of the system parameters, Fig. 6 reports the percentage
of errors when determining[7,...], the mean connection
inter-arrival time, and& [T, ], the mean session OFF pe-
riod duration as obtained after running either clustering al-
gorithm (lines), or threshold based approach with different
values ofy (lines with points). Also in this case we con-
sider the exponential scenario, in whi€h.,. is fixed tols,

60 -
40
20

220 ]
-40 |- ]

Mean interarraival relative error

-60 .

and7,;; = 62.5s. Errors are averaged over 5 runs each 0 %g I
comprising 500 sessions. 100 , , Threshold based algorithm &

It is immediate to notice that the clustering approach is 0 10 20 30 40 50 60
very accurate in the estimation of bdihy s and7y,.., ex- n

hibiting a relative error of about -1.4% in the estimation of
Tors, and 4.4% in the estimation @t,,,.. On the contrary,

the threshold based approach is very sensitive to the choice
of n. In particular, in the casg < 5, a larger number of
session are identified, therefore under-estimating Bpth
andT,¢¢, while forn > 5, an over-estimation of system
parameters is due to the large humber of erroneous merg-
ing of sessions.

In summary, the clustering approach proposed in this
paper is less error prone than threshold based approaches
during the identification of Web user-sessions, and does nottion (dotted line). Therefore, using the notation introduced
require any ad hoc parameter settings which largely affectsin Sec. 3, for a given session/clustérwe can define
the performance of simple threshold-based approaches.

Figure 6. Percentage of errors on the es-
timation of the mean OFF session time
(solid lines) and flow inter-arrival time (dotted
lines). Clustering (no points) and threshold
(square points) algorithms for different val-
ues of the threshold 1 for classic approach.

Results show that threshold based mechanisms are very AT = }};‘?é(te(fid)) B f?;lenc‘(t(fid))
sensitive to the choice of. This makes their use very ques- AT, = max (ta(fia)) — min (¢(fiq))
tionable, especially when considering real traffic datasets, fia€C fia€C

as a bad choice of may lead to large errors. We therefore i, \which AT, and AT} are the protocol and user session
avoid to report results using traditional threshold method qyration respectively. The first definition is relevant for ex-

and only adopt the novel technique we devised so far. ample when either web server or client resources are con-
. o sidered, since TCP connections must be managed until the
5 Web user-session characterization tear-down procedure has ended. The second definition on

the contrary is relevant to model the user behavior, since

Fig.7 shows the probability density function for the users are satisfied when all data have been sent/received.
duration of the sessions identified duringp®04. The Clearly, the distribution of the protocol session dura-
OcT.02 data show similar characteristics and are not re-tion shows longer duration, but also biased peak20at
ported. We plot Probability Density Functions (PDFs) us- 60s and3600s, corresponding to application layer timers
ing a linear/log scale: since the support is quite large, imposed by Web browsers or HTTP servers which trigger
the PDF is represented only for a limited range of values, connection tear-down procedure after idle periods. For ex-
and the complementary Cumulative Distribution Function ample, due to HTTP protocol settings, servers may wait for
(CDF) is shown using a log/log scale in an inset to highlight a timer to expire (usually set to 20 seconds) before closing
the characteristics of the distribution tail. the connection; similarly, HTTP 1.1 and Persistent-HTTP

The two different distributions shown in Fig. 7 represent 1.0 protocols use an additional timer, usually set to a multi-
the effect of different definitions for the Web user-session. ple of 60 seconds. Therefore, for protocol session duration,
Considering TCP connections belonging to the same sesthe bias induced by those timers is evident. The same bias
sion, we define the session duration as the time betweerdisappears when the session duration is evaluated consid-
the first SYN segment of the first connection and: (i) for ering user session duration.
“protocol session”, the last segment observed during the Notice that the session duration distributions have a
last connection tear-down (solid line); (ii) for “user” ses- quite large support, showing a great variability in users be-
sion, the last segment carrying payload of the last connec-havior. Indeed, there is a percentage of very short sessions
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Figure 7. PDF (and Complementary CDF in Figure 8. CDF of the mean user session inter-
the inset) of the session length. arrival and mean users flow inter-arrival.

(less than few seconds), but also users whose activities lasPf user-sessions without requiring the a priori definition of
for several hours. Indeed, the tail of the complementary threshold values.

CDF shown in the inset underlines the heavy-tailed distri- ~ The proposed clustering method has been applied to
bution of session duration, which can be a possible causeMeasurement trace data sets to study the characteristics
of Long Range Dependence (LRD) at both the connection Of Web user-sessions, showing that session arrival process

and packet layers. tends to be Poisson distributed. Moreover, the analysis of
Fig. 8 reports the CDF of thaverageuser flow inter- the identified user-sessions shows a wide range of behavior

arrival T, and average user session OFF periog;, thgt cannot be captur.ed by any threshold baseq mgthod. We

i.e., for each user, we evaluated the averBige and T, think that the clustering algorithms proposed in this paper

and then derived the corresponding distribution over users.can be helpful in studying other traffic properties. We in-
Both OcT.02 and A°Rr.04 dataset are considered, to show tend to apply them to different traces, and to different type
how similar are the results obtained during both time frame ©f traffic, and to study the arrival process statistical proper-
during which the session analysis was performed. As ex-ties of the identified sessions.

pected I, assumes smaller values th&sy ¢, but the two

distributions overlap as underlined by the two vertical lines. ACKnowledgment

This shows the variability in user behavior.
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