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Abstract

A problem common to packet markers used in DiffServ architectures is the provision of Quality of Service to TCP
flows: specifically, short-lived TCP flows suffer from packet losses at small congestion windows, which inevitably leads
to lengthy retransmission timeouts. It would therefore be sensible to mark packets of short-lived flows so as to offer
them a greater level of protection. In this work, we propose a class of Fair Markers that, without the penalty of
per-flow management, achieves the same performance enhancement of a per-flow marker, but with a much simpler
design and limited implementation complexity. Extensive simulations with realistic traffic scenarios and simple analyt-
ical models allow us to compare our proposal with existing ones. We also underline the importance of providing a min-
imum protection to both data and acknowledgment segments of traffic crossing congested domains.

© 2005 Elsevier B.V. All rights reserved.
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1. Introduction

The current Internet provides a best-effort ser-
vice, in which routers treat all packets in a uniform
fashion. There have been several efforts to enhance
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the Internet and support Quality of Service (QoS)
and service differentiation: namely, IntServ [1],
and DiffServ [2]. Scalability issues have questioned
the effectiveness of IntServ, which requires per-flow
signaling and per-flow guarantees. On the contrary,
DiffServ handles flow aggregates, performing pac-
ket classification into coarse classes at the network
ingress and supporting different per-class guaran-
tees at every hop in the network core. Within the
DiffServ framework, the user and the network
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establish a Service Level Agreement (SLA), i.e., a
contract that states the QoS requirements of the
user and the allocation of resources the network
sets aside to that user. The SLAs are based on
aggregate, simple descriptions of the traffic, and
are not meant to be used on a per-flow basis.

DiffServ comes in three flavors: classic Best Ef-
fort, for which no particular mechanism is adopted
to guarantee any level of QoS; Expedited Forward-
ing (EF) [3], which is also called ‘Virtual Wire’,
providing an almost airtight separation between
premium traffic (i.e., traffic using the EF class of
service) and non-premium traffic; Assured For-
warding (AF) [4], in which different classes are
given different forwarding and dropping treat-
ments, although they share the same network re-
sources. The main idea behind the AF class of
service (or Per Hop Behavior) is to differentiate
packets marking them according to a given
throughput profile. When the flow aggregate con-
forms to a Committed Information Rate (CIR)
(with the possible addition of a temporary, limited
surplus of bandwidth), then packets will be
marked as in-profile. Otherwise, when the flow
aggregate is non-conformant to the CIR, packets
will be be marked as out-profile. Once packets have
been classified at edge network nodes, they will be
treated by core nodes using differentiated dropping
probabilities, so the in-profile packets will be dis-
carded only after all out-profile traffic has already
been dropped. At network edge, packet markers
such as the Single- or Two-Rate Three-Color Mar-
ker [5,6] (TCM) or the Time Sliding Window
Three-Color Marker [7] (TSWTCM) must be used
to mark packets. Traditionally, packet marking
follows a ““color code,” so that within the same
SLA ““green” packets receive a better service than
“yellow” packets, which receive a better service
than “red” packets, managed as Best Effort traffic.
In this paper we will refer to in-profile traffic as
Green, while Yellow class will be used to represent
both out-profile and Best Effort traffic. Both mark-
ers consider the packet flows belonging to an SLA
as pure aggregate of packets, and do not distin-
guish them based on higher-layer protocols.

The AF class offer the sort of soft QoS guaran-
tees that is best suited to the characteristics of data
transported using TCP. Thus, it is not surprising

that many studies have shown the benefits and
drawbacks of the DiffServ scheme for long-lived
TCP traffic [8-12], and for HTTP-like traffic [13—
16], and that different markers have been proposed.

A common problem of packet markers, under-
lined in previous works, is their inability to pro-
vide a similar level of protection to long- and
short-lived flows alike. In particular, short-lived
flows, representing the majority of today’s traffic,
suffer from packet losses occurring during or just
past the three-way handshake phase, when the
TCP congestion window size may not be large en-
ough so as to trigger the Fast Recovery algorithm.
Such flows are delayed by (possibly) repeated
retransmission timeouts that are affecting them
only because of their state, while longer flows man-
age to avoid timeouts thanks to the reception of
duplicate ACKs that enable the Fast Recovery
mechanism. A similar situation occurs right after
a timeout, when a flow is more vulnerable because
of its small window, and the danger of repeated
timeouts caused by erroneous packet marking
which may lead to multiple drops is consistent.
This gives rise to unfairness issues, where long-
lived flows manage to obtain the largest benefits
from the adoption of a DiffServ scenario.

Given the importance of the TCP protocol and
of Web traffic, many proposals addressing this
problem have been presented in the literature
[10,12,14,15,17]. In particular, they show that it
would be desirable to design Fair Markers so that
they are (at least partially) aware of the state of
TCP connections. Such awareness could translate
into differential marking of flows that have been
running for the longest time, improving a short-
lived flow chance of using a larger amount of green
packets, therefore leaving the small-window re-
gime without suffering from packet drop. How-
ever, all previous work requires either to modify
the TCP stack at each host [10], or to maintain a
per-flow state at network edges [12,14,15]. The
main contribution of this paper is the proposal
of a Fair Marker that, by using a limited amount
of CPU and memory in edge nodes, achieves the
same performance enhancement of a per-flow mar-
ker, but with a much simpler design.

In addition, all previous results consider TCP
flows that cross forward-congested links, while
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assuming that the reverse path is generally not
congested. While this can be true considering a sin-
gle domain, this is not generally the case when
multiple domains are crossed. A further contribu-
tion of our paper is the investigation of the impact
of congestion on the reverse path, showing that a
bidirectional SLLA is necessary to best exploit the
QoS enhancements made possible by the adoption
of the DiffServ technology.

In the remaining of the paper we will investi-
gate, through the extensive use of simulation, the
QoS received by single, short-lived flows (Section
2), then address the problem of traffic crossing a
backward congested path and issues of per-flow
marking in Section 3. In Section 4 we describe
the Fair Marker architecture; finally we provide
simulation results of its performance as well as
configuration issues in Section 5, while in Section
6 analytical models will show the benefits of the
packet marking architecture. Section 8 summarizes
our findings.

2. Simulation scenario

To correctly identify the set of problems we
wish to solve, we will present simulation results
early on in the paper. Results were obtained using
WETMO (WEDb Traffic MOdule) [18], a novel traf-
fic generator model that has been implemented in
ns and is designed to simulate realistic Web traffic
with flows of different lengths exchanged among
clients and servers, mimicking the dynamics of
HTTP requests and replies. The complexity of
network topologies that can be simulated by
WETMO is limited only by the availability of
memory resources. WETMO can be used to inves-
tigate the performance of DS-enabled Web-like
traffic that crosses both forward and backward
congested domains. It is thus necessary to first out-
line the simulation settings and the traffic model
that were used throughout this work.

2.1. Network scenario
Simulations aim at evaluating the performance

of pairs of client-server clouds over a DiffServ do-
main. Specifically, two different topologies were

Fig. 1. Single-bottleneck network scenario.

investigated. The first, showed in Fig. 1, features
a single bottleneck connecting client—server clouds.
The pairings identify client-server relationships,
their connection data being carried over a 10-
Mbit/s bottleneck link, characterized by a 20 ms
delay. At each end of the bottleneck link, two edge
routers mimic ingress/egress nodes (depending on
the direction of traffic flows) of a DiffServ domain:
they are marked R1 and R2 in the figure. Each
router receives traffic from the attached clouds in
the form of aggregate TCP connections and marks
these segments according to the specific SLA; then,
following the DS guidelines, it places packets in
one virtual queue. Router queues use Multiple-
RED (MRED) active management techniques, in
which several virtual RED queue management
algorithms impose different dropping probabilities
to packets according to their marking.

In the scenario in Fig. 1 (referred to as the “‘sin-
gle bottleneck” scenario), two client clouds (Client
0 and Client 1) are attached to R1 and one client
cloud (Client 2) is attached to R2; server clouds
are correspondingly attached to the opposite edge
node. Two client clouds connected to R1 send re-
quests to servers connected to R2. Client 1/Server
1 traffic will always send Best Effort (BE) traffic,
while the Client 0/Server 0 traffic will be configured
so that (i) servers and clients use the BE class, (ii)
servers send DS traffic, while clients only send BE
packets, or (iii) both servers and clients use a por-
tion of DS-reserved bandwidth.

A third BE cloud pair (with Server 2 connected
to R1 and Client 2 to R2) is added to simulate pos-
sible congestion on the reverse path: server data of
the third cloud pair are routed over the same path
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as client requests from the other two pairs. Each
cloud includes one router with multiplexing/mark-
ing functionalities, to which all active sources are
connected, managing traffic either coming from
servers or coming from clients. These routers are
linked to the edge routers by a 1-Gbit/s link, with
a 1-ps latency, so they are never congested.

The second, more complex topology (referred
to as the “multi-bottleneck’ scenario) is depicted
in Fig. 2. Here, the competition between Web traf-
fic and other types of traffic is stressed by the intro-
duction of CBR sources using UDP transport
mimicking multimedia streams. Also, the topology
features the presence of cross-traffic, of both DS
and BE nature, at intermediate routers. The cli-
ent-server associations, as well as their topology,
are indicated by numbers and by the ‘DS’ and
‘BE’ tags. Each bottleneck link has a 10-Mbit/s
bandwidth, while access links have a 1-Gbit/s
bandwidth, like in the single-bottleneck scenario.

2.2. Queueing disciplines

To perform the active management of the
queues at edge routers, we have chosen MRED
(Multi-level Random Early Detection). Only one
physical queue is implemented in each ingress of
the router, and this queue is split into two virtual

queues: in order of priority, one for segments
marked as Green, and one for Yellow segments
and Best Effort (unmarked) ones. With this choice,
only one average queue dimension is used.

Each physical queue is managed according to
the FIFO (First In First Out) discipline, therefore
the sharing within a virtual queue is only meaning-
ful to MRED.

All simulations were performed using the
MRED staggered parameter set depicted in Fig.
3. The reason behind the choice of a staggered
parameter set rather than an overlapped one lies
in its property of lower drop preference protection:

Discard probability

Yellow + BE

Green

0.2

0.1

Average
Queue Size

0 5 60 140

Fig. 3. MRED parameters for edge routers.
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Fig. 2. Multi-bottleneck network scenario.
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Green segment drop begins after all Yellow seg-
ments have been dropped. Simulations were done
configuring MRED with the following boundary
staggered set:

e maximum queue size equal to 200 segments;

® min,, maxy, and max,, for Green traffic equal to
60 segments, 140 segments and 0.1;

® miny,, max, and max, for Yellow and BE traffic
equal to 5 segments, 60 segments and 0.2.

The parameters we chose reflect those suggested
in the literature [19]. We chose to not explore the
RED/MRED parameters set because of its size.
Indeed, considering the impact of RED/MRED
parameters will require too much space, and it is
out of the scope of this paper.

2.3. Traffic model description

The traffic model was designed to mimic HTTP
flows as realistically as possible, comprising re-
quests from clients and replies from servers, each
connection being simulated since the three-way
handshake until its termination, using the New-
Reno Full-TCP ns agent. Flow scheduling times
and request/response sizes are chosen as close as
possible to an actual client/server Web-like
transaction.

In order to realistically simulate the size distri-
bution of HTTP flows, we define two distributions
of possible flow lengths, one for client requests and
another for server replies. In each distribution, the
flow lengths are indicated as number of packets to
send (P2S), which can be computed from the size
in bytes when the segment size is set. For the sake
of simplicity, each segment across the network is
full-sized at 1000 bytes: therefore the P2S value,
obtained dividing the size in bytes by the segment
size, must be approximated in excess.

Following the methodology already used in
[13,14], client requests consist of a number of seg-
ments which can vary from one to three according
to the distribution shown in Table 1, where the
percentages indicate the incidence on the total of
the corresponding flows. Many requests have only
one segment because today the greatest number of
HTTP interactions between client and server con-

Table 1
Lengths of client requests
P2S Share of the total (%)
1 PKT 85
2 PKT 10
3 PKT 5
Average 1.2 100
Table 2
Lengths of server responses
Flow lengths in bytes P2S
61 1 PKT
239 1 PKT
539 1 PKT
1349 2 PKT
2739 3 PKT
4149 5 PKT
6358 7 PKT
10910 11 PKT
19878 20 PKT
90439 91 PKT
Average 13666 14.2 PKT

sist of HTML page requests, that require only a
small number of bytes. The flows with two or three
segments simulate particular requests needing
more bytes, for example, requests of active pages
where the user submits client-side information.

Once a request has been completely received
from a server, the size of the corresponding reply
is chosen in a randomly uniform fashion among
the flow lengths listed in Table 2, that was derived
in [13,14] to best match real traffic distribution.

At the client side, each DiffServ cloud generates
Web request flows that follow a Poisson process:
requests are separated by an exponentially-distrib-
uted random delay, whose average value is com-
puted considering:

e B as the bandwidth of the bottleneck link,
expressed in Mbit/s;

e p as the ratio of the total offered load (including
TCP and IP headers) to the bottleneck
bandwidth;

e o, as the fraction of global traffic generated by
cloud i, ) o = 1.
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It is straightforward to observe that, with the
flow lengths listed above, the more heavily loaded
direction of the path is the one from server to cli-
ent (with an average of 13.7 kB per flow, as op-
posed to only 1.2kB per flow in the opposite
direction).

In the single-bottleneck scenario we fixed the
total server load (p) at 80% of the bottleneck band-
width, i.e., at 8 Mbit/s, and we varied the DS load
(aps) between 60% and 95% of the overall traffic.
The CIR on the server-to-client path is set to
6.4 Mbit/s, i.e., 80% of the total offered load. Sim-
ilarly, in the multi-bottleneck scenario, we fixed
the server loads so that, on each bottleneck link
(i.e., between routers R; and R;. ), on either
direction, the load offered by the server amounts
to 80% of the available bottleneck bandwidth.
Considering that UDP traffic offers an average
load of 600 kbit/s, on the left-to-right path the
total load is 7.52 Mbit/s (80% of 9.4 Mbit/s not
used up by UDP traffic), while it is 8 Mbit/s on
the right-to-left path, since there is no UDP traffic.

This bandwidth allocation allows us to identify
two operating regions, one where the DS load is
below the CIR (SLA overprovisioning), and one
where the DS load is above the CIR (SLA under-
provisioning). In the rest of the paper, all plots report
a vertical dotted line separating the two regions.

Considering the client-to-server path for DS
flows, we tested two cases: one where no explicit
reservation is performed, and one where client
flows are allocated a 560 kbit/s CIR, which in
our traffic model corresponds to about 80% of
the client offered load.

In both scenarios, the third pair (pair 2), i.e., the
one that generates traffic to load the edge routers
on the reverse path, always activates BE connec-
tions so that the traffic it generates reaches an
average rate of 8 Mbit/s.

We also ran simulations where we vary the total
offered load p, maintaining the DS load at a fixed
rate. These results are not included in this work,
but they can be found in [20]. They largely confirm
the same findings we include in this paper.

Finally, simulation of bursty, short-lived flows
need long runs in order to be confident with the
obtained results. In our study, to get accurate re-
sults, each simulation is run for at least 600 s, so

that the initial transient phase has little impact
on the results, and results are then averaged over
8 independent runs.

3. TSW2CM evaluation and drawbacks

Previous research has pointed out that the Diff-
Serv architecture cannot fully guarantee QoS
requirements to TCP flows, and, in particular, to
Web-like file transfers.

In this section we briefly summarize the benefits
and drawbacks of having an SLA that protects a
DS source from competing BE traffic, using classic
markers. We select as main QoS performance
index the Completion Time (CT) of an HTTP
transaction, that takes into account the amount
of time required to successfully receive a server re-
ply. It is built by three components: (i) TCP three-
way-handshake during connection setup, (ii) client
requests to the server, (iii) server replies to the cli-
ent. We do not consider the closing procedure
(even if it is simulated) since it does not affect the
CT perceived by the user.

In order to evaluate the classic DS behavior, the
marking strategy we selected is the standard
TSWTCM [7], used in two-color mode (i.e., by set-
ting PIR=CIR): therefore, packets are only
marked as either Green or Yellow, and not Red,
in this paper we will refer to it as TSW2CM.

The TSW2CM consists of two independent
components: a ‘“‘rate estimator,” and a random
“marker” to associate a color, amounting to a
drop precedence, to each packet. Fig. 4 reports a
simple illustration of the TSW2CM, in which the
two blocks are identified.

Every time a new packet transits, the rate esti-
mator executes the algorithm summarized in [7]

Incoming Green

stream
[ Random  [mmmm)>
> Marker :

A Yellow

Rate avgRate
Estimator

Fig. 4. Scheme of the TSW2CM.
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in order to provide an estimate of the running
average bandwidth. It takes burstiness into ac-
count and smooths out its estimate to approximate
the long-term measured sending rate of the traffic
stream. The marker uses the estimated rate to
probabilistically associate packets with one of the
two colors. Using a probabilistic function in the
marker is beneficial to TCP flows as it reduces
the likelihood of dropping multiple packets within
a TCP window.

As a matter of fact, the literature reports other
choices of aggregate markers such as [6,11,21];
however, we picked the TSW2CM due to its
simplicity and to its TCP-oriented design. Indeed,
Token Bucket based markers [5,6] do not add ran-
domness to the marking choice, which makes them
less appealing when dealing with an aggregate
stream of TCP flows.

Since the Rate Estimator is time-based, its
bandwidth estimation depends on the last window,
i.e., on the amount of history (recent time) that is
used by the algorithm for estimating the rate.
Therefore the size of the estimation window con-
siderably influences the identification of fast varia-
tions of the ingress rate. The smaller its value, the
shorter the time needed to detect rate variations.
The value of 1s has been successfully used for
aggregates of TCP flows (as demonstrated in [7]),
therefore we set this value.

3.1. DS servers and BE clients

In the single-bottleneck simulation scenario, we
compare the CT required to complete a Web trans-
action when an SLA is protecting only server
flows, and client requests use the standard BE class
of service.

Fig. 5 shows in the top plot the absolute values
of the CT versus the DS offered load opg. Dotted
lines plot the CT when only BE class of service
can be used, while the solid lines plot the CT when
servers are protected by the SLA. As can be seen,
the protection offered by the introduction of DS
marking greatly enhances the performance of
Web-like flows, both in underprovision and over-
provision regions. On the same figure, we report
the CT averaged over all flow sizes, and the one
obtained for shorter and longer replies, respec-

SLA i no SLA
1000 g7 I ' ! [ T T T3
Eoo"oavg e server BE | 3
® Ipkt —— gserverDS1 . — e v]
v 9lpkt S
z :
21 |
£
[
=
g
3
g
g
o
&)
i
100 T T T T : :
+
S
=3

60 —e— Ipkt
N - Ilpkt |

33 v 91 pkt

50 l l l l l

06 065 07 075 08 085 09 095

Fig. 5. Completion times of HTTP transactions under DS
provisioning of servers only: absolute (top) and relative
(bottom) values.

tively 1- and 91-packets-long. Also in this case,
there is no surprise in observing that all flows ob-
tain a good performance increase when DS traffic
is used to transport server replies.

3.2. DS servers and DS clients

The time spent by the server to complete replies
is obviously the largest component in the CT. But
also the time spent to open a TCP connection and
to send the client request may be relatively high,
especially when the path from the client to the ser-
ver is congested. Also, the loss of acknowledgment
segments may negatively impact TCP operations.
We ran another set of simulations in which clients
too are protected by a TSW2CM marker to evalu-
ate the impact of having an SLA also at the client
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Fig. 6. Completion times of HTTP transactions under DS
provisioning of servers and clients: absolute (top) and relative
(bottom) values.

side. Given the much smaller quantity of bytes sent
from the client to the server, only a 560 kbit/s CIR
is required to guarantee 80% of client traffic. The
top plot in Fig. 6 shows the average CT when cli-
ents send BE only segments (dotted line) or have
subscribed to an SLA (solid line).! As can be seen,
the presence of a small SLA at the client side can
reduce the CT by about one more order of magni-
tude when compared to the case in which only
servers are protected. Furthermore, also in the
underprovision region we observe great perfor-
mance improvements, and the average completion
time is always smaller than 0.6s, a value that pro-

! We omit the 1-, 11- and 91-packets-long figure for the sake
of clarity.

vides the average Web-browsing user the percep-
tion of real-time operations, especially when
compared to an average completion time of 4s re-
quired under the same traffic conditions (but only
with server traffic protected).

This result underscores the importance of pro-
viding a minimum protection to client traffic (both
data and signaling) so as to better exploit DS
capabilities.

3.3. Relative performance

To clearly identify the performance increase,
the bottom plot of Fig. 5 reports the relative gain

CT(BE) — CT(DS)
CT(BE)

comparing BE flows to DS ones, for flows 1-, 11-
and 91-packets long. We observe that a large per-
formance increase is obtained for all flows, but we
notice that the flows that better exploit the DS
protection are the ones that have to send the larg-
est amount of data. This situation has already
been pointed out in [13-15], and is a direct conse-
quence of using a simple TSW2CM, which is un-
able to discriminate packets belonging to “TCP
fragile flows”, i.e., flows whose TCP congestion
window is small. The intuition behind this is that
TCP suffers when not enough acknowledgments
are received, so that segment drops can only be de-
tected when the Retransmission Timer (RTO)
fires, and not by the Fast Recovery/Fast Retrans-
mit mechanisms. The impact of this on the CT is
very large, being the RTO much longer than a
RTT. On top of that, a new Slow Start phase fol-
lows a RTO, resulting in the congestion window
being small again.

Moreover, the larger enhancement obtained by
long-lived flow is a direct consequence of the initial
three-way handshake and slow start phase adopted
by the TCP protocol too, which delay and slow
down the real data transfer. This initial transient
period affects short file transfers much more than
long-lived flows.

When the aggregate flows of server replies ex-
ceed the CIR (underprovision region), not all
packets can be marked as green by the TSW2CM.
Among the different flows that enter the marker,

n =100 -
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the ones that stand bigger chances of being marked
in-profile are the longer ones, as they manage to
send packets at a higher rate (what with the larger
congestion window). This makes it even harder for
shorter flows to take advantage of the DS protec-
tion, and this is also the reason why longer flows
perform relatively better than shorter ones.

The bottom plot of Fig. 6 similarly reports n
when comparing the cases in which clients have
DS protection or not. In this case minor differ-
ences can be noticed among flows, as both short
and long flows receive about the same relative per-
formance enhancements, although shorter flows
have a clear edge over longer ones. This behavior
can be explained by the impact that the latency
due to connection opening and initial slow-start
phase has upon short and long flows: in the latter
case protecting initial segments of clients affects
the total completion time in a relatively minor
way, hence the smaller gain. To wit, recall that
the penalty of timeout expiration upon the loss
of a SYN segment is set to 3 s [22].

Considering the difficulties that DS shows in
giving equal improvements to long- and short-
lived TCP flows, we design a new Fair Marker
(FM), that tries to overcome all previously under-
scored problems, without requiring per-flow man-
agement at edge nodes.

4. Fair markers architecture

The design guidelines of the Fair Markers fol-
low those stated in previous works [12,14,15]:

e detect when a TCP connection is in Slow Start,
and mark as Green the first few segments of the
connection;

e detect when a TCP connection is performing a
retransmission, and mark as Green the retrans-
mitted segment as well as the first few segments
following it.

We will refer to the situation just outlined as
“critical state”. The practical effect of marking
the first packets of a flow is to notify the network
that it is too soon to signal the new flow about
ongoing congestion: the benefit to the network

would be marginal, what with the small window
size of that connection, while the flow would be
excessively penalized from the onset.

Of course, the simple inspection of a TCP seg-
ment does not allow the marker to infer for how
long the flow has been active, or whether or not
it 1s in one of the critical states, therefore some
form of connection tracking is required. A possible
solution of the problem is to keep track of all ac-
tive flows across the network and to partition the
available DS bandwidth among them so that in-
profile flows in critical states are given priority
[12,14,15]. However, while this is feasible for a
small number of flows, it becomes unpractical in
most of today’s Internet scenarios. The solution
we chose is to limit the number of flows for which
state is kept, trying to identify a small set of flows
that have been most recently active.

In Fig. 7, the general architecture of the Fair
Marker is sketched: the operations of each block
are the following:

e Flow Classifier: has the function to update the
list of active flows, within memory constraints;

o Pre-Marker: passes the packets of a flow to the
Random-Markers pre-marking them,;

e Rate Estimator: estimates the rate of the packets
at the ingress of the Random-Marker by using a
moving-window average;

o Random-Marker: possibly re-marks the packets
by comparing the average rate with the CIR, in
order to keep the rate of the ingress packets
within the SLA.

Most listed blocks with the exception of the
Flow Classifier can be found in standard DiffServ

Green

Random
Marker
Yellow

green_avgRate

GREEN
Rate est.

YELLOW |yellow_avgRate
Rate est.

Incoming

stream
Flow
T e [ v

Yellow

Random
Marker

Yellow

Green

Fig. 7. Architecture of the fair marker.
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architectures. The contribution of this paper lies in
the use we make of these standard blocks and in
their interaction with the operations of the Flow
Classifier, described below. As in standard DS
architecture, the marked packet stream enters a
queue managed by an active queue management
algorithm.

4.1. The Flow Classifier

The Flow Classifier shortlists the flows that
have been recently backlogged, tracking their
activity in terms of number of packets sent. The
core of the Flow Classifier is a data structure called
Short-Range Flow Table (SRFT), which is a classic
Least-Recently-Used (LRU) Cache. The aim of
the SRFT is to supply a snapshot of the most re-
cently active flows across a node. Its structure is
a list collecting IDs of the flows that most recently
have sent at least a packet. For each flow, the
SRFT stores the following entries:

e fid: flow identifier (i.e., IP source/destination
address, TCP source/destination port, IP proto-
col identifier);

e num_pkt: number of packets that have been
sent by the flow.

Such information is essential to the operations
of the Classifier and of downstream blocks, as will
be described below. The table size, i.e., the maxi-
mum number of tracked flows, is limited to
SRFT_size.

When a new connection is opened, or when it
resumes transmission after a lengthy silent spell
due to an RTO, the flow data are entered into in
the SRFT. As will be described later, this insertion
ensures that the flow receives a preferential treat-
ment, that will help it leave the small window re-
gime more promptly. The finite size of the SRFT
ensures that the amount of tracked flows does
not become unmanageable. The SRFT is arranged
in chronological order, so that, at opposite ends of
the table, the most recently active and the least re-
cently active flows can be found. Specifically, new
entries are inserted in tail, while the detection of
new packets belonging to already active (and
listed) connections, force the corresponding entry

to be moved back to tail, so as to preserve the
chronological order of packet arrival. For this rea-
son, there is no need to keep track of the time
elapsed since the flow was backlogged.

When a flow ID is popped out of the table from
the head, the information regarding the amount of
data the flow has been sending is lost. Therefore,
as far as the marker is concerned, the next time a
packet of that flow is detected, its new insertion
will be interpreted as that of a new flow, all previ-
ous state information being lost. Obviously, a
long-lived flow that is evicted from the FM table
will get the privilege of a short-lived flow (i.e.,
marked green) upon re-entering the table. While
this behavior is not strictly what the marker is aim-
ing at, it cannot be completely avoided when oper-
ations are based on partial state information.

The size of the table SRFT_size is, quite obvi-
ously, a critical parameter that affects the perfor-
mance of the Fair Marker. Indeed, too large a
table slows down marker operations by forcing it
to operate on a per-flow basis; furthermore, it does
not allow the identification of time gaps between
retransmissions. Conversely, a smaller table size
results in near-stateless operations, due to flows
constantly popping in and out of the table, and
losing state information in the process. In Section
7 we will describe an analytical methodology to
dimension it and we will observe the impact of
the SRFT table size on completion times.

Detailed operations of the Flow Classifier are
described in Fig. 8. When the Classifier has
matched the information in IP/TCP headers with
the flow identifier (fid) stored in the SRFT, it

new packet -> fid

¥

fid
found
in SRFT?

NO
pop £id from head; |e—

insert new fid

num_pkt [£id] ++

I

)

move f£id to tail
of SRFT

l—’

pass pkt [fid]
to marker

num_pkt [£id] =1

Fig. 8. Flow Classifier operations.
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updates the number of packets already sent by that
flow and signals such number to the next block
that will handle the incoming packet, i.e., the Mar-
ker. If no match is found, the Classifier pops out
the oldest flow ID, creates a new entry in the
SRFT, and signals the Marker that the current
packet belongs to a newly listed flow.

Summarizing, the SRFT provides two needful
services to downstream blocks:

o identification of recently-active flows;
e bookkeeping of amount of data sent per flow.

4.2. The pre-marker

The aim of the Pre-Marker is to decide how to
mark the incoming packet according to the infor-
mation received by the Flow Classifier. Specifi-
cally, it compares the number of packets already
sent by the flow with the value of a threshold #.
If the number of sent packets is smaller than the
threshold, it is an indication that the flow to which
the packet belongs may be in a critical state: the
packet is therefore pre-marked Green and for-
warded to the Green Random-Marker, (which
may in turn decide upon a different re-marking,
as will be detailed below). Otherwise, if the number
of sent packets is larger than the threshold, it is an
indication that the flow has likely left the critical
state and no longer needs protection: the packet
is then pre-marked as Yellow and forwarded to
the Yellow Random-Marker, where its color may
be changed. The aim of these operations is to give
lower priority to packets of longer-lasting flows.

Clearly, the operation of this block strictly de-
pends upon the value of #¢; in principle, such value
can be adapted to variations of the bit-rate of the
ingress aggregate flow, although we did not inves-
tigate the solution any further. Indeed, properly
setting the threshold, although potentially benefi-
cial, has a relatively minor impact on the level of
utilization of the network. It should be pointed
out that marking segments of longer-lasting flows
as Yellow (simply because these flows have already
sent too many segments with respect to the thresh-
old t) does not lead to needless discarding of seg-
ments under low load conditions. Indeed, at low

loads, the average size of the RED virtual queues
at the bottleneck router will be so small as to avoid
any probabilistic discarding even of Yellow
segments.

4.3. The rate estimator

It is a classic Rate Estimator, as described in [7]
providing an estimate of the traffic stream arrival
rate at its ingress. This rate should approximate
the average bandwidth consumption for the traffic
stream passed by the Pre-Marker to the Random-
Marker over a specific period of time. In our archi-
tecture, we distinguish between a Green and a
Yellow Rate Estimators, depending on the branch
on which they operate.

4.4. The random-marker

The Random-Marker uses the CIR information
and the average rate estimated by the correspond-
ing Rate Estimators to decide how to re-mark
incoming packets before forwarding them to the
virtual queue. The Green Random-Marker has
the task of keeping the average rate of Green pack-
ets under the portion of the CIR that is dedicated
to the corresponding type of traffic. Its operations
are sketched in the top plot of Fig. 9. The Yellow
Random-Marker checks whether the Green aver-
age rate is smaller than the CIR (which means that
the SLA is underprovisioned), and, if so, probabi-
listically remarks Yellow packets to Green to fill
the portion of bandwidth that the Green Ran-
dom-Marker left unused, as shown in the bottom
plot of Fig. 9. The principle upon which these
Random-Markers operate is the same as that of
TSW2CM.

The goal of the two Rate Estimators and Ran-
dom-Markers is to ensure that the rate of Green
packets always remain within the boundaries of
the subscribed SLA, while at the same time maxi-
mizing the SLA bandwidth utilization.

5. Simulation results

Using the simulation scenarios outlined in Sec-
tion 2, in which both clients and servers exploit
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Fig. 9. Green (top) and Yellow (bottom) random-marker operations.

DiffServ-reserved bandwidth, we have repeated the
previous experiments comparing the TSW2CM
with the FM scheme proposed above. In the per-
formance evaluation we also include simulation re-
sults comparing the effects of adopting Early
Congestion Notification mechanism (ECN) [23],
and briefly discuss its impact on the Completion
Time. The reason of introducing ECN in this study
is to assess the performance of the marking scheme
in a possible more controlled network, in which
packet drop are limited by the introduction of
Early Congestion Notification mechanism that im-
prove TCP performance, and observe if there is
any need of introducing advanced marking
mechanism.

The tunable parameters of the FM were chosen
as follows: ;=7 and SRFT_size = 30. In Sec-
tion 7, we will provide a few results that justify
the choice.

The top plot of Fig. 10 depicts the average
completion time of HTTP transactions, compar-
ing FM (solid line) TSW2CM (small-dot line).
TCP-NewReno sources are used, coupled with
(square point) or without (triangle point) ECN
marking. As can be seen, the FM outperforms
the TSW2CM, especially when ECN is not
used. Notice that the largest improvement is
achieved when the offered load exceeds the
subscribed SLA, in which the effectiveness of
the FM becomes even more noticeable. In
order to gain greater insight about the perfor-
mance of flows of different size in comparison to
TSW2CM, the bottom plot of Fig. 10 shows the
relative gain
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Fig. 10. Completion times of HTTP transactions using different
markers and considering a TCP-NewReno source with or
without ECN: absolute (top) and relative (bottom) values.
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for flows whose server reply sizes are 1-, 11- or 91-
packet long. Considering the scenario in which
ECN is not used, it is important to observe that
the goal of improving the level of protection of
shorter flows, hence the fairness, is achieved, as
shown by the gain of 1- and 11-packet long flows.
Furthermore, the impact on longer flows is negligi-
ble (the gain 7 is close to 0). On the contrary, when
ECN is used, the effectiveness of the Early Conges-
tion Notification is larger for longer flows, while
short-lived flows are unable to take advantage of
the improved congestion control. This is not sur-
prising, since ECN cannot kick in for flows that
last only few segments.

To give the reader more details, Fig. 11 plots on
the top the relative gain of TCP-NewReno sources
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Fig. 11. Relative completion times of HTTP transactions using
TSW2CM marker (top) and FM3 marker (bottom) when
considering TCP-NewReno with ECN versus TCP-NewReno
without ECN.

with ECN over sources without ECN, when a
TWS2CM marker is used. Again, we observe that
the largest improvements obtained by introducing
ECN are exploited by longer-lived flows, while
shorter-lived flows obtain worse performances in
the underprovisioning region. Bottom plots of
Fig. 11 reports the same relative gain, but in a sce-
nario in which the FM marker is used. It can be
observed that the per-flow marking benefits from
the use of ECN and, while longer-lived flows exhi-
bit the largest performance improvements, shorter-
lived flows also obtain large gains. However, when
the network load is very high (95%), we observe
that ECN no longer is as effective as before. This
is due to the increased dropping probability that
arises when the ECN mechanism fails in control-
ling the TCP rate.

In summary, the improvements shown in the
plots are due to the FM ability of selecting packets
belonging to flows in “critical states” and offering
them the protection they need in order to speed up
the completion of their transfers.

5.1. Simulations with multi-bottleneck topology

Results for the multi-bottleneck scenario, shown
in Fig. 12, confirm the gains of our Fair Marker in
terms of completion times. We report results only
for HTTP transactions activated between the DS
Server 0 sources and the corresponding Client 0 des-
tinations, whose traffic crosses several bottlenecks in
the presence of cross traffic. Also in this case, the
FM marker is capable of improving the completion
times of short-lived flows. Also, the performance of
UDP flows, competing for bandwidth on the multi-
bottleneck topology, are not affected by the use of
either marker, as shown in Fig. 13, which reports
the average delay and jitter experienced by UDP
segments versus the competing portion of DS traffic
ops on the top and bottom plot respectively. As ex-
pected, no differences are observed when comparing
the performance obtained adoption a TSW2CM or
the FM, because, being the UDP traffic always
backlogged, the pre-marker does not kick in; only
a random marking is therefore used, perfectly mim-
icking the behavior of the classic TSW2CM.

Comparing the performance obtained between
DS or BE CBR flows, we observe that the green
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CBR source exhibits increasing average delay and
almost constant jitter when opg increases. This is
justified by the increased congestion in the green
traffic, which causes larger but constant queueing
delay. On the contrary, the yellow CBR source
exhibits a decreasing average delay, but much
large jitter. Indeed, the yellow traffic suffers for
much severe congestion, which causes larger jitter
and higher dropping probability. This causes an
apparent decrease in the average delay because
packets are successfully delivered to the recipients
during periods of non-congestion.

6. Modeling TCP flows in DiffServ networks

In this section, we describe a TCP model that
can be used to predict the performance obtained
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Fig. 13. Delay (on the top) and Jitter (on the bottom) of UDP
flows with different markers. Multi-bottleneck topology.

by a flow of a given size that is carried by a Diff-
Serv network. The model we are proposing is an
extension of [24,25], which have been extended
and simplified to deal with the DiffServ frame-
work, and in particular to deal with TSW2CM
and FM markers. Our goal is to estimate the com-
pletion time. A transfer is considered successful
when the source receives the ACK for the last seg-
ment (we ignore the closing procedure). We con-
sider two separate cases: (i) short-lived flows, and
(i1) long-lived flows. In the first case, we extend
the model presented in [24] to deal with the Diff-
Serv paradigm, while the second case will be con-
sidered by extending the model presented in [25].

We consider the reference Slow Start algorithm
implemented in BSD UNIX. Since all major TCP
proposals, such as TCP Reno, NewReno, SACK
implement the same Slow Start and similar loss
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recovery algorithms, our model accurately predicts
the average completion times for all these TCP
variants. For simplicity, we do not model the de-
layed acknowledgment mechanism. We assume
that the sender is limited only by the congestion
window size, and not by the receiver window size.
We assume that all segments of a flow follow
the same path and that the loss rate is uniformly
distributed, i.e., each segment is dropped with
the same probability. Note that the assumption
that the loss rate is uniformly distributed is likely
to hold in practice for short lived flows. Indeed,
in the case of high speed links, the correlation be-
tween subsequent losses affecting the same flow is
highly reduced by the high statistical multiplexing
on the link. Modern buffer management schemes
such as RED/MRED further reduce the probabil-
ity of dropping consecutive segments of the same
flow. The average RTT is assumed to be known.
To describe our model we use the following
variables, which are supposed to be given:

e R—average RTT;

e p,—probability of Yellow segment to be
remarked as Green;

e p—Green segment dropping probability, up =

1 —p;
o g—Yellow segment dropping probability, ug =
l—gq

o k—composed Yellow segment dropping proba-
bility, uk =1 — k;

e T—estimated RTO duration;

¢ 1+—SRFT threshold;

where k can be obtained simply by k = ¢(1 — p,,) +
PPur-

6.1. Modeling short-lived TCP flows

Let us evaluate the average TCP connection set-
up: when FM is considered and #g is at least 1, the
average connection setup time C; can be expressed
as

C! :RJrupipiiZj*lT
pr

—RA4T ity > 1 (1)

_r
1-2p

The same expression, but with k in place of p, is
valid when f¢ is 0, and models the connection set-
up in a TSW2CM.

Consider now a data transfer of a flow of a
given size. Let C‘“ be the average time spent to
successfully send m segments with an initial con-
gestion window of size w, with ¢ credit left to deter-
ministically mark consecutive Green segments, but
with j credits available in case of RTO. Similarly,
let C1 be the time needed to successfully open a
connectlon and send m data segments with z; = c.

For example, a 7-segment flow Completion
Time, with # equal to 5, is given by?

Chs=Cl+Cpy +Cos.

Next we derive C”” If m = 1, the time needed to
successfully send a packet is similar to C!, but
there are three different cases, depending on f
value:

Cli=R+up) p> 27T =R+ Ty,
' =1 j=1

Clo zR+§upZ%piZl2/—1T:R+Tﬁ,
i= j=

Clo=R+uk> K2 'T=R+ T,

2)

With a burst of two segments we have six cases,
which can be expressed by:

C3=R(1-P)(1-0)+(1-P)O(R+T+C}?)
+P1-0)(T+CY)+POT+C))  (3)
being

if ¢ >0
P:{p if ¢

if ¢ > 1,
. and Q= pote
k ife<O0

k ife<1

The derivation of C?/ for other combinations
of m,w can be obtained extending the previous rea-
soning. The reader interested in the whole deriva-
tion can refer to [26]. This procedure can be
repeated to evaluate C)’/ for m > 9, but the com-
plexity grows exponentially due to all the possible

2 Recall that two Green credits, if available, are spent during

the three-way handshake.
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combinations that must be taken into account.
Therefore we prefer to follow the ideas in [25],
and complete this model with a steady-state model
to estimate the TCP performance of long-lived
flows.

6.2. Modeling long-lived TCP flows

To evaluate Completion Times for long lived-
flows we can refer to [25], in which a new model
for TCP performance is presented that extends
the steady-state results from [27] by deriving new
models for two instances that can dominate TCP
latency: the connection establishment and the ini-
tial Slow Start. We further extend that model to
be able to deal with different dropping probabili-
ties, i.e., considering yellow and green packets. In
particular, we assume that p ~ 0, i.e., no Green
segments are dropped; this assumption is correct
only if the DiffServ network is carefully dimen-
sioned, i.e., the provisioning of the DS bandwidth
is well configured [13].

Repeating the same derivation as in [25,27], we
report the final expression of the average through-
put B experienced by a long-lived TCP source
which is given by:

Wow Qi+ Ot + /5 (F+ Ot)

B ~ min R
R(l + g(%wtﬂ)) 4T
(4)
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in which W, is the maximum sender congestion
window, Q= min(l,3/w) is the probability of
detecting a loss by a RTO. The Completion Time
is then determined by dividing the flow length by
the average throughput B.

6.3. Model validation

To cross-check the model results with simula-
tion results, we ran several test cases, which con-
firm the accuracy of the model [26]. We report
here only a selection of those results. Fig. 14 shows
the comparison between the proposed model and
the simulation. The short-lived flow model was
used for flows of length 1 to 9 segments, and it is
detailed in the bottom plot. The full picture,
including results derived with the long-lived flow
model for flows longer than 9 segments, is shown
in the top plot. The simulation scenario is com-
posed by flows that have to send a given amount
of packets, and cross a buffer which artificially
drops packets according to two fixed dropping
probabilities. In particular, we set p =10~* and
q=p, q=10p and ¢ =100p. An FM is present,
in which the #; threshold has been set to 8. It
can be seen that the TCP model very well predicts
the Completion Times of short-lived flows,
while the long-lived part of the model is less
accurate.

Fig. 15 instead reports simulation results of the
more complex and realistic scenario we used to de-
rive performance evaluation in Section 5. We ran
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Fig. 14. Completion time for different values of the yellow dropping probability.
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Fig. 15. Comparison between the proposed model and the simulation measurements for different .

simulations for increasing total offered load to the
bottleneck link, and then measured the RTT and
¢,p values which are later used by the model to
predict the Completion Time of different flows.
In particular, different values of the # threshold
were selected, and results are plotted for the 1,
11, 91 packet long flows. Also in this case the
model exhibits a very good prediction of the Com-
pletion Times, and therefore can be used to predict
the performance experienced by users with differ-
ent configuration of the FM marker.

7. Parameter tuning

So far, two parameters, f; and SRFT_size
have been identified as ‘“‘tunable” parameters.
The setting of #; is quite simple, since the number
of TCP segments that take a connection out of the
“critical state’ is deterministically known: 7 seg-

ments if delayed acknowledgments are not used,
10 segments otherwise. As such, the proper value
of t can safely be set within this restricted interval
of values. This intuition is confirmed by simula-
tion: in Fig. 16 (top plot), we varied the range of
tr, under several opg in the single-bottleneck sce-
nario. The curves of completion times as a func-
tion of 7z show a minimum in the range between
tre = 5 and tg = 15, for all values of aps. This justi-
fies our previous choice of 7z = 7. Given the traffic
distribution earlier described, this corresponds to
allowing a 1-Mbit/s, i.e., about 15% of the con-
tracted SLA, of pre-marked Green traffic by the
Marker. The remaining portion of packets are
(re-)marked as Green by the Yellow Random-Mar-
ker. For higher values of g, i.e., larger than 15,
completion times become longer, as all DS flows
have most of their packets pre-marked as Green
and sent to the Green Random-Marker, which at
this point re-marks randomly, much like a plain
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Fig. 16. Parameter tuning: SRFT threshold (top) and SRFT
size (bottom).

TSW2CM, in order to keep the marked packet
stream within the subscribed CIR.

Conversely, the choice of SRFT_size is more
complex, although the model outlined in Section
6 can provide a few guidelines. Indeed, assuming
that the flow length distribution is known, the
Completion Time predicted by the model can be
used to evaluate the average number of contempo-
rary active flows on a bottleneck queue. Consider-
ing that a bottleneck queue crossed by TCP flows
can be modeled by a M/G/1 processor sharing
queue, the first step is determining the average ser-
vice time required to serve a client, i.e., a TCP
flow. This quantity is the average Completion
Time of flows in the network: given the average
Completion Time for each flow length, E[C}] (com-
puted from the short-lived flow and long-lived flow
models), then the average Completion Time E[CT]
is simply computed as

E[CT] =) E[Cp, (5)
=1
where 7 represents the flow length in segments and
p; the probability that a flow consists of i segments.
Stating by E[/] the average rate at which flows
arrive at the queue, from Little’s formula, we
obtain

E[N] = E[JJE[CT). (6)

Eq. (6) can then by used to dimension the Short-
Range Flow Table, e.g, setting SRFT_size=E[N].
Fig. 17 reports some numerical values of E[N] as
a function of E[A] computed using Eq. (6); E[CT]
was derived by Eq. (5) for the flows length distri-
bution given in Table 2. These results show that
setting SRFT_size to a value around 20 is a safe
choice at high loads.

We investigated the matter further using simu-
lation: the results, in the bottom plot of Fig. 16,
confirm the findings of the model. It can be seen
that, at low loads, a small value of the SRFT_size
is enough to get optimal results, as predicted by
the average number of active flows for low loads
in Fig. 17. At higher loads, a value between 20
and 30 can be safely identified as optimal, while
smaller values of the SRFT are unable to correctly
keep track of the flow state. Again, this is in accor-
dance with the number of active flows predicted by
the model. Notice also that for values larger than
40, we always observe a small increment in the

24 T T T T T T T

Average Active Flows

0.55 0.6 0.65 0.7 0.75 0.8 0.85 0.9 0.95
Total Offered Load [/Bw]

Fig. 17. Number of contemporary active flows measured
during simulation and obtained by the model, for different
values of the total offered load.
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CT, due to the failure of the FM to detect long idle
periods that follow RTOs, and consequently to
protect the retransmitted segment and the follow-
ing Slow Start phase. It is also important to notice
that the introduction of the FM always improves
the CT, for every value of SRFT_size. Indeed,
if SRFT_size =0, it behaves as a classic
TSW2CM. This shows an intrinsic robustness
achieved in the design of the FM.

8. Conclusions and future work

In this paper we have discussed a lightweight
solution to the problem of fair DiffServ protection
of both short- and long-lived TCP flows. Our de-
sign guidelines have followed the principle of mem-
ory-limited, partial state information inside edge
nodes, avoiding the scalability drawbacks of per-
flow marking and management. In terms of perfor-
mance, our solution was shown to be as effective as
per-flow marking, and to greatly improve with re-
spect to the performance of standard stateless Diff-
Serv markers. The proposed architecture relies on a
small set of tunable parameters, whose optimal val-
ues were discussed both using simulation and mod-
eling techniques. Adaptive implementations may
be devised to automatically adjust those parame-
ters. Finally, we have also addressed the provision
of minimum protection to both sides of asymmetric
traffic crossing congested domains.
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