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Abstract—One of the major challenges in modern communica-  We highlight that while applying FEC coding to all the pack-
tion systems is to provide wireless access to Internet. Since TCP isets allows for a higher data transfer reliability, it causes a sig-
expected to be used for Internet connectivity at the transport layer, ti~ant waste of bandwidth and energy resources when channel
we need to improve TCP performance over wireless links. Our key o . .
idea is to identify the TCP data segments which are of ‘critical’ condltlor]s are fairly gqod. On the contrary, a selective SF;heme
importance to the protocol evolution, and, by using FEC coding, Can achieve a convenient trade-off between energy saving and
increase the probability of successfully transmitting them over the performance.
radio channel. The performance of the proposed approachiis eval-  Different schemes can be proposed based on the choice of the

uated in terms of file transfer completion time. critical packets to be protected. In what follows, the proposed
Index Terms— TCP over wireless, Wireless networks, Error- scheme is tailored to improve the performance of short lived
recovery, FEC/ARQ, Performance evaluation, QoS flows.

The presented approach preserves the end-to-end TCP se-

|. INTRODUCTION mantics and involves only a marginal modification to the TCP
Enabling mobile users to access the vast range of Interngiplementation at the transmitter side.
based applications is the next step in wireless communications
evolution. Thede factostandard for Int_ernet connectivity is Il SELECTIVE PROTECTION OFTCP PACKETS
represented by the TCP/IP protocol suite. TCP performance, ]
however, may significantly degrade when end-to-end connec-Ve focus on TCP NewReno, although other versions of the
tions include wireless links because TCP considers losses @iglocol can be considered as well. _
to the radio channel as signs of network congestion. In thisSINCe completion time is a key metric of the QoS perceived
case, TCP invokes congestion control mechanisms which gaéend users, we focus on fllgtransfercompletlont|me as objec-
intended to reduce the connection throughput and increase Mg of our TCP performance improvement. In terms of comple-
end-to-end data transfer delay [1], [2], [3]. tion time, thg impact of a segment loss is not always the same.
Several proposals to provide packet traffic with the desird@ fact, the time necessary to recover a lost segment depends
quality of service (QoS), in spite of the disadvantageous radi® the position of the segment within the current transmission
propagation conditions have appeared in the literature [4], [8jindow, on the state of the protocol, and on previous losses.
6], [7], [8], [9]. In particular, in [8], [9], ARQ (Automatic Our idea is to use FEC coding to protect those segments whose
Repeat reQuest) and FEC (Forward Error Correction) schenffgss would significantly degrade the QoS, i.e., the completion
have been used to obtain local data reliability and make tHE®-
wireless link appear to TCP as a reliable one, although with TCP infers that a segment is lost whenever one of the follow-
a longer delay. ing two events occurs: retransmission timeout (RTO) expires,
In this paper, we devise a novel technique that, besides ePf-three duplicate ACKs trigger the Fast Retransmit mecha-
ploying ARQ, makes use of a FEC schemseétectivelyprotect nism. Of these two events, RTO is the most undesirable one as
those TCP packets that are of ‘critical’ importance to the prot#2e RTO period is usually much larger than the time necessary
col performance. to recover a loss by Fast Retransmit, which is about equal to
As sketched in Fig. 1, the critical TCP segments are ideng@-round trip time. Therefore, the proposed selective protection
fied at the TCP transmitter by properly setting the TOS field scheme aims at avoiding RTOs.
the IP header. Segments are then carried in the wired networkBasically, RTO occurs in one of the following cases.
where intermediate routers will typically ignore the TOS field. « The transmission window is too small to allow the gener-
Once the segments arrive at the Base Station in charge of the ation of enough duplicate ACKs to trigger Fast Retrans-
last wireless hop of the connection, the TOS field is interpreted mit. This case is particularly critical at the beginning of
at the link layer of the protocol stack. If the segmentis identi- the flow, since during the first-window transmission the
fied as a critical one, a FEC scheme is applied in order to make RTO is very large (in most implementations it is set to 6
the segment transmission over the radio channel more reliable. seconds).
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Fig. 1. System scenario.

« There are not enough duplicate ACKs to trigger the Fastimber of bits that can be corrected in each codeword. Be-
Retransmit because less than 3 segments remain to beidg-MSS the data segment size ahd; the link layer data
livered to complete the file transfer. unit size expressed in bytes, each data segment is fragmented

« Most of the times in which the retransmission of a loghto N; LL data units withNy; = [MSS - n/(Lr. - k)].
segment fails. In particular, consecutive RTOs transla¥hen no FEC is applied, the TCP segment is fragmented into
into a remarkable penalty due to the backoff mechanismV = [MSS/L..] data units. A TCP segment is removed

Accordingly, the proposed scheme protects most of the TdPm the link layer buffer either when all the LL data units

segments whose lost is responsible of RTO: composing the segment have been successfully delivered to the
« the first three segments of a flow receiver or any of the LL data units is discarded because the
« the last three segments maximum number of transmission attempts has been reached.
« the first segment of a window which undergoes retran8l the latter case, a whole TCP segment is lost.
mission.

i ] The radio channel is modeled as a Gilbert channel [10], [11],
The protection of the first and last three segments of the flow (&, two states goodandbad, that represent the state of the

sults in a scheme which is particularly effective for short liveg,annel during the transmission time of one LL data unit. The
flows, as most of nowadays Internet traffic is. Different prote¢ransition probabilities between the two states are computed
tion schemes can be chosen for different file sizes, as well as flseq on the fading process parameters and the length of the
the various versions of TCP. Also, we highlight that if we cOngansmitted data unit. A bit is correctly received if the experi-
sidered other QoS metrics as improvement objectives, differefifceq signal-to-noise ratio (SNR) is above a certain threshold
protection schemes would result to be more effective than tfl?and is received in error otherwise [10], [11]. We assume that

proposed one. the noise power is constant and the average SNRFigimes
larger than the noise powef: is called thefading marginand
[1l. | MPLEMENTATION OF THE PROPOSEDPROTECTION represents the maximum fading fluctuation that does not corrupt
SCHEME the transmission. Large valuesiBirepresent small error proba-

We assume that at the transport layer all TCP segments hRidies, whil_e low value_s correqund to large error probabilities.
the same size, which is equal to the Maximum Segment sikBe Gaussian correlation coefficient of two samples of the com-
(MSS). At the link layer, TCP segments are fragmented inR§€x amplitude of a fading channel with Doppler frequerfgy
several link layer (LL) data units; and for the TCP segment&ken at time distance, is given byp = Jo(27 fp|7]), where
which are identified as critical, some redundancy is introduced(-) iS the Bessel function of the first kind and zeroth order.
according to a FEC coding scheme. The transmission of (liherefore, the correlation propertle§ of'the fading process de-
data units over the radio channel is handled by the ARQ protFE>enOI on the parametéi, |7| only, which is callechormalized
col. We assume that the ARQ protocol is based on the sel&@Ppler frequency When fp|7| is small (< 0.1), the process
tive repeat technique. The receiver sends negative acknowletfgrery correlated (slow fading) and long burst of consecutive
ments when erroneous or out-of-sequence data units arrive. BHOS occur, while foffp|7| > 0.2 two samples of the process
transmitter performs at modt/, attempts to deliver a LL data &€ @lmostindependent (fast fading) [10], [11]. We assume that
unit; after M, failed transmissions a LL data unit is discarde#! stategom_)dthe bit error ratep, is equal to 1019, whﬂe in
together with the other data units belonging to the same TEftebadp is equal to 10° [12]. When FEC is not considered,
segment. the error probability of a LL data unit is given by

When FEC coding is applied, parity bits are added to infor-
mation bits. We considefn, k,t) BCH codes, where: are
the bits in a codeword are the information bits, antdis the Peyo_rpe =1—(1 —p)SLLL (2)
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Fig. 3. Average completion time versus fading margdip]~| = 0.1, file size Fig. 5. Average number of data units sent per TCP segnjesitr| = 0.1,
equal to 50 segments. file size equal to 50 segments.

while, in the case of FEC [13], we have At the link layer, we assume a maximum number of transmis-

n | 2ELL | sion attempts equal to 6; this value showed to be a good trade-
Peppe=1— ll _ Z (’?)pi(l _p)n—i] 2) off between loss probability and average delay (curves are not
? shown due to the lack of space). We assume that acknowledge-
ments are never lost on the reverse channe(2%5, 131, 18)
whereLgL%j is the number of codewords in a LL data unit. BCH code is used as FEC code.
Each simulation consists of a finite file transfer from the
IV. RESULTS source to the mobile station using TCP NewReno at the trans-
We derived simulation results by introducing some exteiport layer. The TCP Maximum Segment Size (MSS) is set to
sions tons-2 [14]. The simulation setup comprises two linksl460 bytes, and the number of LL data units per TCP segment
and three nodes: the TCP transmitter, the Base Station (BiS)qual taNV ;=6 when FEC is applied, and is equal¥e=3 oth-
and the mobile station where the TCP receiver resides. Tévise. The time granularity used by TCP (tic) is set to 0.5 s,
TCP transmitter and the BS are directly connected througtte minimum RTO results to be equal to 1.5 s. The initial RTO
wired link which represents the fixed portion of the networls set to 6 s. Each point in the graphs is computed by averaging
(see Fig. 1). This link is assumed not to be congested, to hdhe results obtained by a number of simulation experiments of
a 10 Mbps capacity, and to introduce a 30 ms one-way del#lye order of tens of thousands.
The transmission rate over the wireless channel between the BShe varying system parameters are the file size, which is
and the TCP receiver is equal to 384 Kbps, and the propagatemual to either 10 or 50 TCP segments, the fading margin,
delay is negligible. The transmission time of a LL data unif’, ranging from 1 to 15 dB, and the normalized Doppler fre-
is equal to 10 ms [15]; the size of a LL data unit is equal tquency, namelyfp|7| = 0.1,0.2. Performance is evaluated in
Ly, =480 bytes. three different cases: i) when no FEC is applied, this case is

i=t+1



labeled byno fecin the plots; ii) when selective FEC codinglution. The selective scheme is a good trade-off betweefec
is applied according to the proposed scheme, labelesktligc- and total protection as the fading margin varies. Again, when
tive in the plots; iii) when FEC is applied to all TCP segments file size of 50 segments is considered, the performance of the
labeled bytotal in the plots. selective coding is closer to the one observed imihéeccase,

Fig. 2 shows the average completion time versus fading m&s reported in Fig. 5.
gin for file size equal to 10 segments, afid|r| = 0.1,0.2.
Small values off’ correspond to large values of average error V. FURTHER WORK

probability over the radio channel. Alsip|r| = 0.1 implies Additional experiments and further research are required in

longer burst of errors thafip|7| = 0.2, due to the higher cor- order to better understand the interaction between the transport

{2:3'80?0'2 tr}i;??r:qgrgg;isni' inV\g;E:nﬁ IISe t?g;atl:’mlés'ggtﬁ I?r?tﬁevel and the link layer, and in order to assess the effectiveness
gre P P R 5t our technique under different parameter settings. We are also
case ofselectiveas well astotal packet protection. For large

: T . lanning to evaluate an alternative protection scheme in which
values ofF, slightly smaller completion time is obtained whe 9 P

: A . EC is applied at the link layer to all retransmitted data units
no FEC is applied; in fact, the code redundancy at the link layer ;
makes the delay perceived by TCP segment increase. Obsérrr\/eeS pective of the TCP packet they belong to.

that the completion time in the case of total protection is almost
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